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The Honorable Gary Peters 
Chairman, Senate Committee on Homeland Security and Governmental Affairs 
United States Senate  
Washington, D.C. 20510  
  
The Honorable Rob Portman 
Ranking Member, Senate Committee on Homeland Security and Governmental Affairs 
United States Senate  
Washington, D.C. 20510  
 
 
September 28th, 2022 
 
  
Dear Chairman Peters and Ranking Member Portman, 
 
On behalf of Claroty, it is my pleasure to send this letter of support regarding the proposed legislation 

referred to committee “Securing Open Source Software Act of 2022.” By way of background, Claroty 

empowers organizations to secure cyber-physical systems across industrial, healthcare, and 

commercial environments: the Extended Internet of Things (XIoT).  Claroty’s mission is to secure and 

ensure the resiliency of critical infrastructure from cyber-attacks and mitigate risks to human life.  

 

As Claroty reviewed the draft legislation, there are several principles that led us to the conclusion that 

this is a measure that would benefit national security, economic security, and public safety: 

 

• Pervasive Yet Unknowing Usage of Open Source Software in the Public and Private 

Sector. Open Source Software (OSS) is leveraged ubiquitously to accelerate innovation to 

help solve higher order problems and achieve important outcomes for the public sector, the 

private sector, consumers, and society at large. OSS helps to power the U.S. economy 

through collective contribution of developers and innovators worldwide, and concurrently 

minimizes costs by enabling the free usage and modification to anyone for any purpose. Not 

surprisingly, OSS is used ubiquitously across a vast range of applications. These cover 

everything from entertainment such as gaming, to business supporting applications in 

industrial automation, to life-sustaining medical devices. However, along with the digital 

benefits of OSS also come digital risks. Security researchers at Claroty have demonstrated1 

that vulnerabilities in a single piece of OSS can pervasively create critical exposures that 

could enable cyber criminals or nation states to exploit and compromise entire categories of 

software that could impact the critical infrastructure of the United States. Without transparency 

into the use of OSS in applications pervasively used by the public sector and privately owned 

and operated critical infrastructure, the U.S. government does not have visibility into 

 
1 “All Roads Lead to OpenVPN: PWNing Industrial Remote Access Clients” 

https://claroty.com/team82/research/all-roads-lead-to-openvpn-pwning-industrial-remote-access-clients
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vulnerable software that could impact national security, economic security, and public safety. 

We believe that the proposed legislation would be an important step forward to gain insight 

into the use and security of OSS used within the U.S. critical infrastructure sectors and the 

federal government. 
 

• Promotion of Open Source Software Transparency and Security is in Line with CISA’s 

Core Mission. As one of CISA’s missions is to support the protection of U.S. critical 

infrastructure from cyber threat actors, enumerating the agency’s responsibilities for promoting 

transparency, securing the supply chain, coordinating visibility, and performing outreach 

serves to ensure that all facets of the U.S. public and private sectors are aware of CISA’s role 

with respect to the need for secure OSS. We also believe that that the establishment of a 

framework to assess OSS components will serve to create a single taxonomy through which 

government and non-government entities can collaborate and speak a common language for 

assessing and communicating the risks associated with OSS. Whereas individual sectors or 

sector risk management agencies could seek to enumerate their most common Open Source 

Software dependencies, CISA is in a unique position to identify and reduce risk across all 16 

critical infrastructure sectors.  
 

• A Study to Understand Open Source Software Used in Critical Infrastructure is 

Essential for National Security. Most importantly, the legislation directs CISA to perform an 

assessment of software used directly or indirectly by federal agencies and directs a study to 

determine the feasibility of assessing the risks to U.S. critical infrastructure. We believe that 

both aspects of this assessment are critically important. With respect to the federal agency 

assessment, understanding the risks of OSS will serve several benefits: (1) provide insight 

into the use of pervasively deployed OSS that could introduce broad risk to national security, 

(2) act as a forcing function to drive the private sector to mitigate vulnerabilities in OSS, (3) as 

a collateral benefit, the same software used in the private sector will be secured. Despite 

these benefits, there are unique types of software used in specific industries – such as 

connected clinical devices in healthcare, or programmable cyber physical systems in industrial 

operational technology environments – that will not be addressed by the actions to understand 

the risks associated with the use of Open Source in Federal Agencies. To that end, an 

important aspect of the legislation is the study to understand the risks of OSS to critical 

infrastructure entities. We believe that such a study will be foundational to understanding the 

use of common vulnerable Open Source software across critical infrastructure in both cross-

sector and sector specific contexts. This body of work could serve to provide an 

understanding of common risks and determine targeted and focused investments for 

substantial gains in critical infrastructure security. One only needs to look at the discovery of 

the critical log4j vulnerability in 2021 to understand the risk associated with pervasive Open 

Source Software vulnerabilities. 

  
 



   
 

Claroty.com 

 

If you or your staff would like to discuss these issues further, please contact me at +1.202.262.5737 

or at grant.g@claroty.com. We look forward to working with you in a bipartisan manner on this critical 

national priority.   

  
Sincerely, 

 

Grant Geyer 

Chief Product Officer 

http://www.claroty.com 
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