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There are no silver bullet solutions that protect healthcare operations from the risks posed by the 

devices connecting to their networks. To reliably improve enterprise security posture, an incremental, 

layered approach is necessary, especially when considering the explosive spending growth on 

medical devices and continued fragmentation of care delivery.  

The starting point requires an accurate assessment of existing asset management and security 

capabilities. Naturally, this should be followed by the creation of a roadmap to the desired future 

state(s). But that’s easier said than done, as Healthcare Delivery Organization (HDO) operational 

maturity is widely variable, even within the same system. 

Despite how varied and complex an effectively integrated security and asset management system 

may seem, recent, high-profile advances in network data capture and application integration reveal a 

realistic path. And while that path will differ for most healthcare delivery organizations (HDOs), there 

are many established, operationalized examples that can be referenced, and they all share the 

following in common: 

• Detailed visibility to all connected assets has been achieved 

• Cross-functional siloed areas of operations have been eliminated 

• Outdated routines that confound productivity have been eliminated or dramatically reduced 

Medigate has created a framework to help HDOs assess and advance security operations maturity. 

We have detailed the complement of capabilities required to power a mature ecosystem and 

prioritized the sequencing. 

 
Figure 1: Device Maturity Curve 
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STEP ONE: DISCOVER 
 

 
 

Not surprisingly, detailed visibility into all connected devices is foundational. The underlying data must 

be comprehensive and relevant across traditionally siloed staff and their established workflows. 

• For the biomed professional charged with executing a product recall it means knowing 

device type, recalled serial numbers, location, and device status (i.e., are there recalled 

devices still in patient-use?).  

• For the Infosec professional charged with remediating an OS vulnerability, the location of 

devices running the vulnerable OS version must be identified and the risk and security posture 

of potentially impacted devices must be available to guide action. 

• For the network security professional tackling a network segmentation initiative, the 

operating requirements of each device must be known. Obviously, authorized device behavior 

must be known so unauthorized behavior can be detected.  

• For the Biomed personnel charged with maintenance, an understanding of utilization would 

seem basic. More advanced capabilities rely on it. For example, to enable Alternative 

Equipment Maintenance (AEM) programs and/or a shift from elapsed time-based interventions 

to utilization, represents a huge economic “win” for all HDOs. 
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• For Supply chain professionals, they must understand device utilization to improve capital 

planning, supplier selection and service level agreements. Average asset utilization in 

healthcare runs at about 43%, so there is significant business value associated with any 

reasonable improvement. 

• For SOC teams to accurately detect vulnerabilities and threats and appropriately respond, correct 

device identifications and an understanding of authorized device behavior is essential context.  

 

Whether it’s to firewalls, VM, NAC, SIEM, CMDB, CMMS, it doesn’t matter. The enabling data has 

long been missing, so when it’s made available, good things happen naturally and quickly. Significant 

gains in productivity are realized with little to no change management required.   

Medigate delivers a continuously refreshed, data-rich, dynamically risk scored inventory of all 

connected assets. Our coverage is comprehensive, meaning all managed and unmanaged devices. 

And our integration partnerships offer the best evidence of our data quality, as each have been 

operationalized. Bottomline, when something connects to your network, we’ll see it and provide a 

detailed description of it, even your Tesla. 

 

The Converged Ecosystem 
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STEP TWO: ASSESS 
 

Once visibility has been achieved, it’s time to assess security posture. Because risk has been scored 

at the device level as part of the newly "connected inventory," the assessment step happens quickly. A 

collaborative effort that engages security professionals, biomed and clinical engineering staff is 

recommended, as traditional IoT and IoMT remediation workflows are already functionally divided. 

Armed with detailed risk assessments spanning all devices, including automatic vulnerability 

correlations (i.e., which devices are at greatest risk, why they pose risks, and their location), 

immediate action can be taken, and progress can be reported to management. In addition to these 

correlations, Medigate auto-generates the recommended remediation instruction sets, so work 

assignments can be distributed quickly and to the right staff. 

Biomed and clinical engineering will focus on IoMT vulnerabilities. If the integration between Medigate 

and the HDO’s CMMS platform has been implemented, existing CMMS workflows will be propagated 

with the right data automatically and assignments will be made. Similarly, an information security 

professional whose focus is on more traditional IoT devices, may use Medigate’s native capabilities 

and/or, if an integration between Medigate and ITAM has been implemented, they may rely on their 

established tools (e.g., ServiceNow). For most Medigate clients, these integrations are implemented 

early in their journey to maturity, if not during the solution evaluation phase as a proof-point.  

At this same stage, yet another powerful integration may be considered. Medigate’s integration with 

Vulnerability Management (VM) platforms is a game changer. Medigate renders the blind scanning of 

subnets an obsolete practice, as we power “identity-based” capabilities. Administrators can target 

specific devices and/or groups with full knowledge of what they are, where they’re located, current 

status, etc., or they can create conditional exclusion lists (i.e., "scan all assets on this subnet except 

infusion pumps and any other FDA Class III devices”). 

The best VM platforms not only stay up to date with the signatures of new exploits (CVEs) but are also 

capable of simulating the effects of remediation steps and compensating controls. For the reasons just 

cited, Medigate’s integration with VM enables a much higher level of scanning performance. And 

Medigate benefits as well, as scanning results are fed back to us as updates to the device risk scores 

held in our inventory. Put simply, the integration enables passive and active vulnerability assessments 

spanning IoMT and IoT. It’s a major step forward in device security risk management. 
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To augment the network-based data we monitor and provide further risk assessment context, 

Medigate is also highly effective at processing external intelligence. In addition to the usual threat 

information sources, we work directly with the OEMs and monitor their security portals. Whether it’s a 

newly published threat, vulnerability, security-based or functional patch, we update and continuously 

correlate the intelligence to any/all potentially affected devices.   

We also maintain a knowledgebase of MDS2s. Medigate can present the MDS2 natively or in a 

summary format based on a text processing algorithm that we have developed. The latter provides 

quick access to the most important information contained in the MDS2 and allows an efficient way to 

compare the MDS2s of functionally equivalent device types.  

 
 

Example Risk Assessment. Note: In this case, the client is comparing the risk profiles of Alaris and 
Baxter infusion pumps. Medigate provides benchmarked risk profiles across all medical device types. 

 
STEP THREE: PROTECT 
 

Most organizations have implemented network segmentation using traditional network security tools 

such as NACs and firewalls. Medigate powers both approaches.  While the following example is NAC-

specific, Medigate’s enablement of security enforcement products is very similar. We deliver enriched 

device visibility, auto-generate clinically vetted security policies and firewall rules and orchestrate the 

data in the required syntax.  
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The “protect” phase is the maturity step where segmentation initiatives are typically planned and  

executed. Far too often, however, clients will put the cart in front of the horse and start these projects 

before they have the required visibility and risk assessment foundation. For readers who are familiar 

with the myriad challenges of Network Access Control (NAC) projects, the sequencing advice offered 

here should be appreciated. 

Medigate employs a dedicated staff of data scientists who do the research required to understand 

exactly how a device is supposed to behave. And through crowdsourcing data from hundreds of 

clients, we enrich those profiles with the nuances of real-world use-cases, including clinically vetted 

communication profiles. The goal here is to provide security leaders the confidence they need to take 

meaningful action.  

 
 

Here is an example of the “security matrix” generated by Medigate. It provides a live view of 
communication relationships between all connected devices. 

Once a device or group of devices have been successfully profiled, including operating requirements, 

a suitable network security policy that controls the device’s authorized communications can be 

created, tested, and enforced. Here’s a summary of the power Medigate delivers to NAC: 

• Device profiles and their relationships are passed to the NAC administrative dashboard 

• Security policy baselines are auto-generated (i.e., the actual dACLs) 

• To ensure zero disruption to clinical operations, each security policy can be virtually 

implemented (i.e., tested/compared to the observed network traffic) 

• As required, each policy’s underlying rules can be modified 

• Approved dACLs are then ready for real world enforcement 
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The policy simulation environment supported by Medigate also allows compensating controls to be 

tested and compared. In combination with role-based authentication, these layered security 

combinations help HDOs implement a clinical zero trust (CZT) strategy that enables care delivery, 

regardless of where it executes. The goal is to ensure that security is integrated into the fabric of 

clinical workflows --not just devices. This approach puts the care protocol and patient back at the 

center. 

 

STEP FOUR: MONITOR 
 

 
 

A SOC’s role is to manage cybersecurity threats. The goal is to detect, analyze and respond to threats 

in as close to real time as possible. Where a good segmentation deployment can help contain a 

breach, the SOC analyst’s role is to prevent it from happening in the first place. This is why Medigate 

is deeply integrated with SIEM, yet another layer of protection that benefits from the visibility it 

orchestrates. 

Natively, Medigate acts as a de facto security monitor. We maintain maps of each device’s 

communication flows set against a knowledgebase of all authorized internal and external connections. 

This allows us to alert when unauthorized behavior is detected. Importantly, users can configure alerts 

that are relevant to their specific workflows. In other words, the threat detection capability we provide 

is layered cross-functionally (i.e., different users or groups of users only see alerts that are relevant to 

them).  
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The Monitor phase requires the ability to accurately detect and respond to suspicious medical device 

communications. Effectiveness requires a precise understanding of manufacturer-intended device 

behaviors and their clinical workflows, For Medigate, when anomalies are detected, they are 

correlated with intel from other IT sources to trace the potential attack vector. And because Medigate 

pinpoints a device’s location and can deliver its current status, the right HTM personnel are notified 

with the context they need to respond efficiently. 

 

STEP FIVE: OPTIMIZE 
 

Unfortunately, many HDOs still tend to view risk reduction practice as an enterprise insurance policy. 

In other words, they see the work as a necessary expense. But for HDOs that pursue security 

operations maturity with a goal to capture the business value that is available along the way, nothing 

could be further from the truth.  

This paper has largely focused on the value of having a real time view of available capacity. But 

Medigate is also capturing and enriching asset utilization data, and the derivative insights reveal a 

reliable expression of demand.  So, beyond the obvious labor savings (OPEX) resulting from 

automation, there are also significant CAPEX savings benefits available to those who commit to 

optimizing asset utilization. When considering that average asset utilization in healthcare is well below 

50%, there is a solid opportunity to improve how assets are purchased, maintained and allocated, and 

Medigate’s contributions here are 100% data driven.  

Medigate’s Clinical Device Efficiency (CDE) module makes vital clinical device utilization data 

available on a continuous basis. It adds a new dimension of insight. In addition to propagating CMMS 

with long-missing device identifiers, CDE shines a spotlight on where the assets are located and 

details about their status and usage. It improves inventory management in support of maintenance-

based operational efficiencies and delivers insights that drive smarter supplier selection processes 

and procurements. Importantly, CDE aggregates and translates the intelligence it gathers into 

actionable, benchmarked recommendations. Its outputs are relevant to security, IT, biomed, and 

supply chain. For example: 

• Device location: through integrations with various wireless access point services and RTLS, 

CDE pinpoints the network location of devices via facilities-mapping and bundles the details of 

device-type counts, status, and utilization.  
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• Deep device activity and utilization analysis:  Devices are tracked and reports on how each 

is being used are provided. Medigate also provides a peer benchmarked analysis by device 

type. For example, benchmarked supplier/device-type risk and utilization comparisons are 

provided, based on our experience with millions of devices in service.  

 

 
 

Importantly, Medigate has validated the usage data it passively captures. And to make it more actionable, 
it allows for analyses based on provider-specific rules aimed at driving specific outcomes.  

 

 

• Medigate’s Infusion Pump Command Center (release date is Q1 2022) provides pump 

utilization metrics that are merged with location services and peer benchmarked. For example, 

when an infusion pump is finished infusing and satisfies an “idle time threshold” determined by 

the HDO (e.g., 3 hours idle), an alert is sent to the nearest station where a nurse, or 

maintenance technician is notified to move the device into its restaging process. Use cases like 

this are accelerating restaging processes by days, significantly impacting available pump 

capacity. 

 

• For imaging service lines, Medigate also shows utilization in a variety of ways. For example, 

we collect aggregate utilization per machine by hour, day, week, month, etc., to facilitate load 

balancing and improvements in patient scheduling. Medigate also tracks examination level 

statistics (e.g., images per scan, by operator) which is useful to analysts looking into 

operational variance.  
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• Yet another powerful application of the insights derived from utilization data is the opportunity 

for maintenance professionals to develop Alternative Equipment Maintenance (AEM) 

programs. While legacy devices may not qualify, the cost-benefits related to switching 

maintenance interventions on new devices from elapsed time to utilization are significant.  

 

Whether supporting demand-driven reallocations, alternative maintenance programs, more informed 

capital planning, smarter purchasing and even the identification of procedural variance, CDE makes 

data-driven recommendations that contribute to operational improvements. Our HDO design partners 

have been instrumental in helping us shape the product to address specific use-cases where the 

problems are well understood and the insights we deliver are trusted.  

 

IS THIS FRAMEWORK ALL I NEED TO SOLVE 
THE PROBLEM? 
 

As security researchers have widely expressed, having the right infrastructure in place is critical for 

achieving device security maturity. Naturally, that includes the right people, the right processes, and 

the right technologies. 

THE RIGHT PEOPLE 

 

 
 
Operations security is a shared responsibility. There are several stakeholders that need to be involved 

at each stage of the process. And there are business value objectives that must be pursued 

simultaneously to ensure program sustainability. Beginning with the technology(s) selection process, 

cross-functional requirements must be understood and addressed holistically.   

When automation is successfully delivered the right people can be assigned to more meaningful tasks. 

This is an important benefit that is often overlooked, despite how difficult it is to recruit, develop and 

retain security talent.  
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Supporting operational convergence and strengthening the ROI missions of our stakeholders is the 

objective. And we’re seeing success manifest in many ways, including the emergence of hybrid 

professional roles (e.g., “medical device security management”).  

THE RIGHT PROCESS 

 
 

Historically, asset management and security professionals only collaborate in times of emergency. 

This is not sustainable practice. Because good security practice cannot be executed in an IT vacuum, 

the benefits of an effectively integrated, proactive approach are aggressively being adopted. The 

returns on investment associated with recent advances are verifiable, as hundreds of early adopter 

health systems have taken at least some portion of this journey with much being learned.  Medigate is 

now installed in more than 1,000 locations, so our frame of reference is rich with experience. 

THE RIGHT TECHNOLOGY 
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There is a broad complement of technologies that can be implemented as part of your defense 

strategy. That said, the choices made must effectively integrate to build operational leverage. If they 

do not, and/or isolated point solutions are implemented, the resulting inefficiencies present the 

potential for more risks than may be resolved. 

 

Connect with Confidence 
 

As IT, OT, IoT, and physical systems converge and the threat of bad actors exploiting vulnerabilities 

increases, securing the clinical environment requires a highly collaborative approach. Importantly, 

while a device can be patched, an integrated asset management and security strategy cannot be. It 

must be structured programmatically and executed in a fashion where meaningful “wins” can be 

shared with leadership so program momentum can be sustained.  

When visibility is effectively orchestrated, layered tools can perform as intended. Medigate is 

steadfastly focused on monetizing the benefits of security and asset management interoperability. We 

know that the operational inefficiencies being eliminated are security risks, and we have proven that 

the resulting productivity gains have significant business value. 

 

Getting Started 
 

If the right stakeholders are involved, and if there is agreement on estimation procedures and 

acceptable levels of accuracy, then measuring costs and benefits is much the same process. Beyond 

determining whether the effort is worth the cost, it helps management decide which process 

improvements to implement first.  

Intuitively, we know that ROI differs based on the severity of the problems being addressed. For 

example, when a manufacturer has quality problems, investments that fix those problems deliver a 

much higher ROI. In turn, when the problem being addressed isn't that severe, the ROI is less. 

Meaningful improvements to healthcare's IoT asset management and cybersecurity processes are 

clearly one of those "right situations," as existing process deficiencies are long-standing and continue 

to be exacerbated. Beyond mounting regulatory pressures, the elimination of outdated asset 

management routines and the delivery of data-driven enhancements to already converging biomed 

and security workflows is a high value pursuit. 
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Medigate has created an innovative operational assessment framework called “The Real-Time 

Healthcare Convergence Assessment” (CA). This online self-assessment tool generates a  

cybersecurity, operations and business gap analysis providing HIT, HTM and healthcare financial 

leadership a unique perspective and means to collectively assess enterprise risk. The tool combines  

 

survey questions covering the NIST security framework and Gartner’s Real Time Health System 

(RTHS). Cross-functional controls are mapped to each framework’s capabilities, cross-referenced, and 

scored to identify gaps that manifest as workflow inefficiencies. The CA identifies them, denotes if the 

gap is a matter of FISMA compliance, and detailed explanations are provided with peer benchmarks. 

 
 
With the passing into law of HR 7898, now known as the HIPAA Safe Harbor Law, the CA’s release is 

well timed, as it references NIST as the endorsed path to securing healthcare assets. In concert with 

Gartner’s RTHS framework, the CA provides health systems an additional frame of reference that 

improves other assessments that are also aimed at defining a maturity roadmap. By combining these 

two frameworks, Medigate has created a way for healthcare organizations to assess their current 

maturity through the eyes of security and technology management staff. The output of this 

assessment is a highly practical “convergence roadmap” that delivers a fresh perspective and a great 

way to structure formative, cross-functional discussions. 
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Medigate has also developed a business case builder/estimator that allows our clients to conduct a 

detailed OPEX ROI savings analysis. The annual loaded costs of different job classes (clerical, 

biomed, clinical engineering, networking and security) are basic inputs to the model. The established 

workflows across Device Lifecycle Management, Clinical Cyber Hygiene, Network Policy Creation and 

Network Management are deconstructed into specific tasks and the labor minutes/hours associated 

with each task and job class are matched. By each task, the total labor-saving impacts that the 

customer estimates as achievable are captured, as are the "benefit ramp times."  

This savings model also propagates default values based on the size of the health system, type and 

other related user inputs. If the client prospect is evaluating Medigate in a POV, actual input values 

are pulled directly from the Medigate dashboard (e.g., # of devices, device-types, network-specifics, 

etc.). Naturally, the tool accommodates scalers (e.g., device spending and decommission rates) and 

financial inputs for NPV calculations.  

As is the case with all such tools, they are garbage in/out. Therefore, Medigate has developed a 

process whereby stakeholders of each benefitting functional area are engaged to ensure the model’s 

inputs are accurate. For most health systems, this means interviewing peers across facilities, as the 

estimates each functional team provides are rarely the same. For this reason, we not only provide 

facilities-specific analyses, but provide a “rolled up” analysis based on consensus-driven input-

averages as well. Finally, beyond the cost of Medigate, the tool accounts for partner services and 

other project investment inputs that are identified by stakeholders. Detailed reporting suitable for 

presentation to leadership is dynamically generated, and the output(s) can be edited.   

 

 

“It’s a clever perspective that adds practical value. We’re 
very happy with the quality of the output this tool 

generates, and look forward to future initiations, as 
Medigate is genuinely onto something here.” 

 
Healthcare CISO 

Convergence Maturity Assessment 
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This is a partial screen shot of the ROI tool benefits pages. In addition to listing typical Device Lifecycle and 
Cyber Hygiene workflows, as you scroll down, outdated tasks associated with Network Policy Creation and 

Network Management are provided the same way. 

 

 

In addition to the total impacts, the amount of time the customer believes it will take to achieve the related 
savings benefits (i.e., benefit "ramp time") is also supported. This is meaningful, as customers realize that 
certain savings benefits are going to happen more rapidly than others (e.g., they may differ by location). 
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For example, many customers generally accept that labor savings associated with eliminating physical 

inventory processes is a safe bet. Therefore, they may trust a high total savings impact over a short 

period of time. By contrast, while the customer may also put a high-impact value on Medigate's 

network security policy automation capabilities, if the project (e.g., a Network Access Control project) 

is not scheduled to begin for 12 months, the tool provides a way for the user to reflect that 

delay/difference. The point here is the customer can adjust ramp times by each task, as every health 

system's change management capacity is different. 

 

Final Thoughts - Evaluation Checklist 
 

The “IoT” cybersecurity solution market is white hot for the reasons expressed herein. Medigate 's That 

dedication to healthcare has allowed Medigate to focus on the nuances of clinical networks and the 

specialized devices that connect to them. We have no competing development or service agendas, so 

continuous data enrichment is a core competency. Our differentiated value is revealed in Medigate’s 

success forging close partnerships with HDO clients of all sizes and specialties, and operationalized 

integrations with all market leading security and asset management players in the ecosystem. That 

means CMMS, ITAM, VM, network security vendors, network operations companies and IT security 

management firms. Most are already meaningfully integrated with Medigate. And the list continues to 

grow. While Medigate’s competitors may make similar claims, we strongly encourage solution 

evaluators to check references and investigate operationalized examples. For purposes of 

comparison, Medigate’s integrations have matured to a point where several are self-service, so 

solution evaluators should insist on experiencing the value of targeted integrations as part of their 

Proofs-of-Value. 

This paper started by suggesting that an enlightened definition of visibility is needed, as competitive 

vendors are expert at promoting what they can deliver as opposed to articulating what is required. 

Regardless, the following list of capabilities should be considered the latest table stakes: 

• Real time inventory of available capacity 

• Real time view into device utilization/demand 

• Unified (aggregated and de-duped) analysis for multi-facility systems 

• Custom site configuration flexibility (selectable analytic views) 

• Dynamic risk scoring of all devices 

• Threat feeds/intelligence processing 
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• Instant vulnerability correlations 

• Device risk remediation and mitigation simulation (including compensating control modelling) 

• Auto-generated remediation instructions/recommendations 

• Aggregated risk assessments 

• Filterable risk assessments 

• Customizable risk frameworks  

• Aggregated risk reporting 

• Customizable risk reporting 

• Identity-based vulnerability scanning  

(condition-based inclusion/exclusion lists via integration to VM platforms)  

• Device communications mapping (matrix-based view of device relationships) 

• Device communication monitoring 

• Network security policy recommendations (automated for NAC) 

• Network security policy simulation  

• Network security policy editing (rules modification flexibility) 

• Firewall rules creation 

• Firewall rules simulation 

• Network based device behavioral monitoring 

• Device-specific anomaly detection 

• Network communications anomaly detection 

• Custom alerting (general settings and custom-settings) 

• Lost and missing device reinstatement/reconciliation  

• Support for device decommissioning/disposal 

• Device recall management notifications and process enablement 

• CMMS/CMDB integration and synchronization 

• SIEM integration 

• Location services integration --facility-specific mapping 

• Deep device activity/utilization analysis (insights for AEM, smarter procurements and demand-

driven asset allocations) 

• MDS2 management and analysis capabilities (MDS2s are parsed and competitive devices can 

be compared) 

• ROI analysis and value realization reporting 
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The list offered above is by no means exhaustive, but it’s a starting point that should be carefully 

considered. Yes, there are sequencing considerations, but they generally differ in most every health 

system which is why a cross-functional assessment of current state, and an analysis of ROI potential 

is the right starting point. The road to security operations maturity may take many paths, but a 

thoughtfully planned journey is well worth the time and effort. 
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About Medigate 

 

Medigate provides award-winning cybersecurity for  

connected devices in hospitals. The platform combines a  

deep understanding of manufacturers’ protocols and clinical  

workflows with cybersecurity expertise to deliver comprehensive  

and accurate identification, contextual anomaly detection,  

and clinical policy enforcement. The resulting automated,  

rule-based clinically-driven security policies keep patients,  

networks, and PHI safe. 

 

 

 

 

 

Email: contact@medigate.io 

Visit: medigate.io 
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