
 

Healthcare delivery organizations rely on the integrity and ongoing availability of their clinical 

networks to ensure patient care isn’t interrupted. The explosion of inherently insecure medical and 

IoT devices connecting to the network, along with the rise of increasingly sophisticated and targeted 

cybersecurity attacks, is eroding the safety and reliability of those networks.  

To help bolster defenses and mitigate risks, many organizations look to industry frameworks to help 

them think through and build out the cybersecurity practices and capabilities they need to keep their 

operations and care safe. One of the most used frameworks comes from the National Institute of 

Standards and Technology (NIST). The NIST Cybersecurity Framework provides a set of standards, 

guidelines, and best practices designed to protect critical infrastructure, such as clinical networks.  

The Cybersecurity Framework consists of three main components: Core, Implementation Tiers, and 

Profiles. This paper focuses on the Framework Core, which lays out a set of activities and desired 

outcomes that can be used to guide an organization’s cybersecurity and risk management strategies. It 

then identifies how Medigate can help HDOs implement critical controls that provide the functionality 

needed to move towards safer networks and improved risk management.  

The Cybersecurity Framework Core 

The Framework Core helps organizations improve management of 

their cybersecurity-related risk. All elements in the Framework Core are 

built around five concurrent functions, representing the primary 

pillars of a holistic cybersecurity program: Identify, Protect, Detect, 

Respond and Recover. The following is a brief description of each 

pillar and how the Medigate Device Security Platform can help 
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organizations perform some of the activities they need within the Identify, Protect, Detect, and 

Respond Functions to generate optimal cybersecurity outcomes. 

 

Identify 
The Identify Function is designed to give organizations an understanding of the 

systems, people, assets, data, and capabilities they have within their infrastructure to 

help them better manage the risk to their operations. The Outcomes within this 

Function include: 

• Identifying physical and software assets 

• Identifying asset vulnerabilities 

• Identifying internal and external threats 

• Implementing a risk assessment methodology 

• Establishing a Healthcare Enterprise Risk Management strategy1 

According to NIST, “Understanding the business context, the resources that support 

critical functions, and the related cybersecurity risks enables an organization to focus 

and prioritize their efforts, consistent with its risk management strategy and business 

needs.” Medigate helps HDOs identify the Cybersecurity Bill of Materials for all 

connected devices, discovering and fingerprinting all connected IoT and IoMT devices 

in the clinical network. This provides HDOs a real-time, accurate asset inventory that 

includes granular technical attributes, such as OS, software and hardware versions, 

and serial numbers for each device. 

Medigate also provides valuable risk assessment capabilities for hospitals through 

proprietary device risk scores and aggregated risk distribution reports. The scores 

leverage the standards developed by the Association for the Advancement of 

Medical Instrumentation (AAMI) and NIST, combining specific device and network 

parameters with clinical functionality to produce a risk measure that incorporates 

indicators of likelihood and impact. Through reports that outline the distribution of risk 

internally (across departments) and externally (across device manufacturers), hospitals 

can understand their risk-levels and profile.  

 

1 All Functions descriptions are based on NIST’s Cyber Framework latest publication 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

Protect 
The Protect Function outlines appropriate safeguards to ensure the delivery of critical 

infrastructure services. The Protect Function supports the ability to limit or contain the 

impact of a potential cybersecurity event. Outcomes within this Function include: 

• Deploying protections for systems and devices  

• Establishing data security protection consistent with the organization’s risk 

strategy 

• Incorporating security considerations into system lifecycle management 

• Establishing a vulnerability management plan to protect systems and assets 

Medigate can provide health systems with the data, method framework, and 

actionable insights required to better manage risk on the healthcare enterprise 

network. Medigate’s risk assessments help drive remediation processes across teams 

and in collaboration with manufacturers to help HDOs address and reduce risks 

throughout their clinical networks. The Medigate Threat Center monitors common 

vulnerabilities and exploits (CVEs) and manufacturer advisories, providing 

remediation recommendations based on the risk profile and criticality of devices to 

inform the HDO’s vulnerability management plans and device lifecycle decisions. The 

Medigate platform also tailors suggested mitigation activities, such as device-based 

network segmentation and policy enforcement, via an existing NAC or firewall, which 

can be automatically implemented through meaningful integrations with leading 

vendors, to reduce the organization’s risk profile.  

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Detect
The Detect Function defines the appropriate activities to identify the occurrence of a 

cybersecurity event and enables their timely discovery. Outcomes include: 

• Ensuring anomalies and events are detected

• Implementing continuous security monitoring

• Performing vulnerability scans

Medigate applies its extensive research of medical devices communication protocols 

and manufacturer-intended behavior to monitor and detect anomalous behavior. 

Medigate maps the internal and external communications of devices, categorizes 

them by protocol and destination, and detects malicious or out-of-order behavior with 

minimal false positives. 

In addition, Medigate’s platform also integrates with vulnerability management 

platforms and scanners, providing the required clinical context, in the form of clinical 

CVEs and granular device configurations, to help them properly discover and manage 

vulnerabilities within unmanaged devices (medical and IoT) in the clinical setting. Our 

data enables the configuration of vulnerability scanners to minimize the risk to 

connected devices and maximize the scan efficiency. 



Respond
The Respond Function includes appropriate activities that allow an organization to take 

action to appropriately address a detected cybersecurity incident. The Respond 

Function supports the ability to contain the impact of a potential cybersecurity incident. 

Outcomes include:  

• Incidents are contained

• Incidents are mitigated

• Newly identified vulnerabilities are mitigated or documented as accepted risks

While Medigate doesn’t directly provide incident response or post-event 

recovery capabilities, the granular data, clinically vetted recommendations, and 

integrations provided by the Platform help HDOs improve and automate the 

containment and mitigation of attacks in their environment. With Medigate, the 

security infrastructure of an HDO can be used to enforce narrow network 

policies for vulnerable device types to prevent possible exploitations, as well as 

contain attack impacts.  

Medigate provides clinically vetted policy recommendations that can be 

enforced on various network segments, such as uniform functional VLANs or 

virtual tag groups (e.g., firewall tags or Cisco SGTs). Alternatively, policies can 

be enforced on specific endpoints, via switch port ACLs. Medigate also presents 

all detected communications for the device to enable further investigation into 

risk stemming from suspicious communications. Medigate’s understanding of 

clinical communication protocols and standard workflows combined provides 

valuable, actionable insights that help HDOs experiencing an incident respond 

effectively within their clinical network. Medigate monitors and works with 

clinical device manufacturers to patch published CBVEs that apply to devices 

within healthcare networks. Medigate will provide the manufacturer’s patch 

reference and specific remediation steps (if they exist) to enable HDOs to 

understand and appropriately address the real-time risk profiles of their 

connected devices. 



 
 

 

For a closer understanding of Medigate’s alignment with the Framework, the following table describes 

Medigate’s Device Security Platform’s contributions for each of the NIST outcome Categories and 

Subcategories under the Identify, Protect, Detect, and Respond functions. The controls 

highlighted in a color are the controls that are addressed by the Medigate Device Security 

Platform. 

 

 

IDENTIFY (ID) 

Category  Sub-Category Control Medigate 
Solution 

Asset Management 
(ID.AM): 

The data, personnel, 
devices, systems and 
facilities that enable the 
organization to achieve 
business purposes are 
identified and managed 
consistent with their 
relative importance to 
organizational objectives 
and the organization’s 
risk strategy. 

ID.AM-1: Physical devices and 
systems within the 
organization are inventoried. 

Information System 
Component Inventory, 
Information System 
Inventory 

Medigate 
Core 

ID.AM-2: Software platforms 
and applications within the 
organization are inventoried. 
ID.AM-3: Organizational 
communication and data 
flows are mapped. 

Information Security 
Architecture, System 
Interconnections, 
Internal, System 
Connections, 
Information Flow 
Enforcement 

Network 
Policy 
Management 
Module 

ID.AM-5: Resources (e.g., 
hardware, devices, data, 
time, personnel, and 
software) are prioritized 
based on their classification, 
criticality, and business 
value.  
 

Contingency Plan, 
Criticality Analysis, Security 
Categorization, Resource 
Availability, Controls from 
All Security Control Families 

Clinical Asset 
Module 

Governance (ID.GV): 
 
The policies, procedures, 
and processes to manage 
and monitor the 
organization’s 
regulatory, legal, risk, 
environmental, and 
operational requirements 

ID. GV-4: Governance and 

risk management processes 

address cybersecurity risks. 

Allocation of Resources, 
Risk Assessment Policy 
and Procedures, Security 
Categorization, Risk 
Assessment, Information 
Security Resources, 
Enterprise Architecture, 
Risk Management 
Strategy, Security 
Authorization Process, 

Network 
Policy 
Management 
Module  

Clinical 
Cyber 
Hygiene 
Module 

Clinical Asset 
Management 



 
 

are understood and inform 
the management of 
cybersecurity risk. 

Mission/Business Process 
Definition 

ID.RA-1: Asset vulnerabilities 

are identified and 

documented. 

Security Assessments, 
Continuous Monitoring, 
Penetration Testing, Risk 
Assessment, 
Vulnerability Scanning, 
Information System 
Documentation, 
Developer Security 
Testing and Evaluation, 
Flaw Remediation,  
Information System 
Monitoring, Security 
Alerts, Advisories, and 
Directives 
 

Network 
Policy 
Management 
Module  

Clinical 
Cyber 
Hygiene 
Module 

 

Risk Assessment 
(ID.RA): 
 
The organization 
understands the 
cybersecurity risk to 
organizational operations 
(including mission, 
functions, image, or 
reputation), organizational 
assets, and individuals. 

ID.RA-2: Cyber threat 

intelligence is received from 

information sharing forums 

and sources. 

Security Alerts 
Advisories and 
Directives, Contacts 
with Security Groups 
and Associations, Threat 
Awareness Program 

Medigate 
Core 

ID.RA-5: Threats, 

vulnerabilities, likelihoods, and 

impacts are used to determine 

risk. 

Security Categorization, 
Risk Assessment, 
Information Security 
Measures of Performance 

Clinical 
Cyber 
Hygiene 
Module 

 

 
 

PROTECT (PR) 
Category  Sub-Category  Control Medigate 

Module 
Identify Management and 
Access Control (PR.AC): 
 
Access to assets and 
associated facilities is limited 
to authorized users, 
processes, devices, 
activities and transactions. 

PR.AC-3: Remote access 
is managed. 
 

Collaborative Computing 
Devices, Use of External 
Information Systems, 
Access Control Policy 
and Procedures, Remote 
Access, Access Control 
for Mobile Devices 

Network Policy 
Management 
Module  

 

PR.AC-4: Access 
permissions are managed, 
incorporating the principles of 

Dynamic Attribute 
Association, Access 
Control Decisions, 
Separation of Duties, 

Network Policy 
Management 
Module  

 



 
 

least privilege and separation 
of duties. 

Least Privilege, 
Permitted Actions 
Without Identification or 
Authentication, 
Access Control Policy 
and Procedures, 
Account Management, 
Access Enforcement 

PR.AC-5: Network integrity 
is protected (e.g., network 
segregation, network 
segmentation). 

Concurrent Session 
Control, Information Flow 
Enforcement, Boundary 
Protection 
 

Network Policy 
Management 
Module  

 

Data Security (PR.DS): 
 
Information and records 
(data) are managed 
consistently with the 
organization’s risk strategy 
to protect the confidentiality, 
integrity, and availability of 
information. 

PR.DS-3: Assets are 
formally managed 
throughout removal, 
transfers, and disposition. 
 

Asset Monitoring and 
Tracking 

Clinical Asset 
Management 
Module 

PR.DS-4: Adequate 
capacity to ensure 
availability is maintained. 
 

Asset Monitoring and 
Tracking, Media 
Sanitization, Delivery and 
Removal, Information 
System Component 
Inventory 

Clinical Asset 
Management 
Module 

PR.DS-5: Protections against 
data leaks are implemented. 

Covert Channel Analysis, 
Information System 
Monitoring, Information 
Leakage, Personnel 
Screening, Third-Party 
Personnel, Security 
Personnel Sanctions, 
Information Flow 
Enforcement, Separation 
of Duties, Least 
Privilege, Boundary 
Protection, 
Transmission 
Confidentiality and 
Integrity, Cryptographic 
Protection 

Network Policy 
Management 
Module  

 

PR.DS-6: Integrity 
checking mechanisms are 
used to verify software, 

Transmission of Security 
Attributes, Software / 
Firmware and 
Information Integrity 

Medigate 
Core 



 
 

firmware, and information 
integrity. 
 
PR.DS-8: Integrity 
checking mechanisms are 
used to verify hardware 
integrity. 
 

Software / Firmware 
and Integrity 
Verification 

Medigate 
Core 

Information Protection 
Processes and 
Procedures (PR.IP): 
Security policies (that 
address purpose, scope, 
roles, responsibilities, 
management commitment, 
and coordination among 
organizational entities), 
processes, and 
procedures are 
maintained and used to 
manage protection of 
information systems and 
assets. 

PR.AC-3: Remote Access 
is Managed.  
 

Collaborative Computing 
Devices,  
Use of External 
Information Systems, 
Access Control Policy 
and Procedures, 
Remote Access,   
Access Control for 
Mobile Devices 

Network Policy 
Management 
Module  

 

Protective Technology 
(PR.AC): 
Technical security 
solutions are managed 
to ensure the security 
and resilience of 
systems and assets, 
consistent with 
related policies, 
procedures, and 
agreements. 

PR.AC-4: Information Flow 
Enforcement 
 

Identification or 
Authentication 
Access Control Policy 
and Procedures  
Account Management  
Access Enforcement 

Network Policy 
Management 
Module  

 

 
  



 
 

 

DETECT (DE) 

Category  Sub-Category  Control Medigate 
Module 

Anomalies and Events 
(DE.AE): 
 
Anomalous activity is 
detected is a timely 
manner and the 
potential impact of 
events is understood. 

DE.AE-1: A baseline of 
network operations and 
expected data flows for users 
and systems are established 
and managed. 

Information System 
Monitoring, Baseline 
Configuration, Information 
Flow Enforcement, 
System Interconnections 
 

Network Policy 
Management 
Module  

 

 DE.AE-2: Detected events 
are analyzed to understand 
attack targets and methods 
 

Audit Review, Analysis, 
and Reporting, 
Continuous Monitoring, 
Incident Handling, 
Information System 
Monitoring  
 

Medigate 
Core 

DE.AE-4: Impact of 
events is determined 

 

Contingency Plan, Risk 
Assessment, Incident 
Handling, Analyze Traffic / 
Event Patterns 

Clinical Asset 
Management 
Module 

DE.AE-5: Incident alert 
thresholds are 
established 
 

Incident Response Plan, 
Incident Monitoring, 
Incident Handling 

Medigate 
Core 

DE.CM-7: Monitoring for 
unauthorized personnel, 
connections, devices, 
and software is 
performed 
 

Information System 
Monitoring, 
Physical Access Control, 
Physical Access Control, 
Asset Monitoring and 
Tracking, Audit Generation, 
Continuous Monitoring, 
Periodic Review, 
Information System 
Component Inventory 

Medigate 
Core 

 DE.CM-8: Vulnerability 
scans are performed 
 

Vulnerability Scanning Clinical 
Cyber 
Hygiene  
Module 

 

 



 
 

 

RESPOND (RS) 

Category  Sub-Category  Control Medigate 
Module 

RS.AN: Analysis 

Analysis is conducted 
to ensure effective 
response and support 
recovery activities. 

RS.AN-3: Forensics are 
performed 
 

Audit Reduction and 
Report Generation 
Incident Handling 
 

Medigate 
Core 

 RS.AN-5: Processes are 
established to receive, 
analyze and respond to 
vulnerabilities disclosed to 
the organization from 
internal and external 
sources (e.g. internal 
testing, security bulletins, 
or security researchers) 
 

Security Alerts, 
Advisories, and 
Directives, Contacts 
with Security Groups 
and Associations  

Medigate 
Core 

RS.MI: Mitigation 

Activities are performed 
to prevent expansion of 
an event, mitigate its 
effects, and resolve the 
incident. 

 

RS.MI-1: Incidents are 
contained 

 

Incident Handling Medigate 
Core 

RS.MI-2: Incidents are 
mitigated 

 

Incident Handling Network 
Policy 
Management 
Module  

 

RS.MI-3: Newly identified 
vulnerabilities are mitigated 
or documented as accepted 
risks 

 

Continuous Monitoring, 
Risk Assessment, 
Vulnerability Scanning 
 

Clinical 
Cyber 
Hygiene 
Module 

 
For more information on Medigate’s alignment with NIST, view our Risk Management/NIST Buyer’s 

Guide. For a demo, visit www.medigate.io. 

 


