
 

 
  

Medigate PROS:  
A Standards-Driven 
Approach to Security 
Operations Maturity 



 

 2 | White Paper | Medigate PROS: A Standards-Driven Approach to Security Operations Maturity 

INTRODUCTION 
As a phrase, "people, process, and technology" refers to a general implementation methodology. 

When there's a smart balance of the three, a good result is generally achieved. But what happens 

when there's an imbalance? Hardening Healthcare Delivery Organization (HDO) security 

infrastructures provides an instructional example, as the challenges are no longer technology- or 

process-dominated, but also a result of persistent staffing shortages. In other words, the "people 

problem" is a pressing concern.  

 

Historical lags in non-patient-facing operational investments have directly contributed to Information 

Technology (HIT) and Technology Management (HTM) talent gaps. Yet despite pressing demand for 

skilled people, the problem isn't fixing itself. Business conditions are not supportive, the underlying 

professional career paths lack clarity, and siloed departmental workflows have persisted. Massive 

investments in digitization meant to break them have not worked.  

 

This paper introduces Medigate Partner-Ready Operational Services (PROS). It's the industry's first 

healthcare-specialized cyber physical services program. Built on Medigate's security operations 

maturity roadmap, "PROS" are experts at securing the Extended Internet of Things (XIOT). More 

specifically, they are certified in the implementation of evidenced-based best practices that have been 

developed partnering with more than 1,000 hospitals. PROS is proven program whose time has come, 

as healthcare providers have long needed a standards-driven path to scale risk reduction practice.  
 

BRIDGING THE TALENT GAP   
42% of HDOs are planning to launch initiatives targeting HIT and HTM staff development over the next 

3 years. The National Apprenticeship Act of 2021 (NAA) will be leveraged, as will emerging hybrid 

service arrangements. These hybrid models are viewed as key to propelling the required change, as 

they not only augment staff but upskill them. Importantly, the right tech-service combinations 

effectively deliver automation that eliminates outdated routines thereby freeing people to pursue more 

valuable work.  

 

The secure management of connected health requires professionals of different skill-sets to work 

together. Security-infused workflows spanning traditionally siloed roles in detection, prevention and 

response must be connected via a common data platform that can effectively align them. But getting 

over-worked and under-tooled staff to take a step back and acknowledge this remains a challenge. 
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They are often pressured to make time-sensitive product and services choices without a real 

understanding of the tradeoffs they're making. PROS-certified services firms help clarify roles, 

overcome such traditional obstacles, and create necessary project momentum by: 
 

• Delivering HDOs an assessment of current state; 

• Detailing the requirements of the desired future state;  

• Assisting in the selection of the right technologies; 

• Prioritizing client investments;  

• Staging and sequencing essential integrations; 

• Placing experienced bodies on-site who work hand-in-glove with existing staff; 

• Driving early stage and demonstrable risk reduction wins and reporting to leadership in ways 

that consolidate their budget support. 

 

Put simply, a new breed of tech-service-client partnership has emerged and is serving as a lynchpin to 

cross-functional upskilling. It is why Medigate PROS is so timely, as our certified partners are expert at 

delivering sustainable, program-based security and asset management process improvements. 

 

GETTING STARTED 
For healthcare providers, although the complexities of an effectively integrated security and asset 

management system remain nuanced, recent, high-profile advances reveal a realistic, common path: 

 

• Dynamic, comprehensive visibility must be achieved 

• Siloed areas of operations must be broken  

• Outdated routines must be eliminated 

 

For perspective, Medigate and a PROS-certified partner recently collaborated with a client to develop 

the following services outline. It details an approach that is based on a Powered by Medigate "live 

assessment." Throughout the outline, you'll see Medigate cited as the data source, as our assessment 

process passively captures the required information directly from the client's clinical network(s). 
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Medigate PROS are certified to deliver these assessments, interpret and act on the derivative insights, 

and document immediate risk reduction progress to client leadership: 

 

Deployment Services 

• Architecture and Design 

• Configuration and Installation 

• Visibility Integrations and Testing 

• Connectivity and Data Validation 

• Training 

Clinical Risk Assessments 

• Governance Alignment (Questionnaire) 

i. Establish Governance Alignment and Strategy 

ii. Assignment of Responsibilities and Authorities  

iii. Vendor/Supply Chain Mapping 

• Risk Management Framework  

i. Tiered Risk Management Approach  

• Asset Discovery and Categorization  

• Vulnerabilities and Risk Identification  

i. Device/Network Centric   

ii. Procurement and Device Lifecycle  

• Risk Assignment and Acceptance  
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Remediation Management 

• Responsibilities alignment  

• Risk Ranking and Prioritization  

• Remediation Actions Planning 

i. Network Segmentation  

ii. Patching and Updating  

iii. Procurement and Lifecycle Actions  

Program Build (detailed action plan) 

• The program build/action plan is a highly custom effort  
(e.g., includes prioritized subsets of the outline). 

Ongoing Services 

• Clinical SOC 

i. Alert Tuning  

ii. Incident Response/Management  

iii. Incident Playbook Developments 

iv. Post Incident Response Analysis  

• Continuous Improvements and Iterations 

i. IoMT Security Training 

ii. QBRs  

iii. Orchestration and Automation  

iv. IoMT Vendor Onboarding and Vendor Selection  

v. Program Adjustments 
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Launching a successful security program requires a programmatic, cross-departmental approach. 

Otherwise, early-stage wins meant to stoke leadership engagement and maintain properly budgeted 

project momentum cannot work. Below is a graphical representation of the security maturity roadmap 

developed by Medigate and used by Medigate PROS: 

 
 

Here is the same maturity curve segmented by job class. As you can see, there are numerous 

professional overlaps. These intersections must be understood and adjudicated, otherwise, the 

ability to quickly reduce risk and capture the promised operational benefits cannot happen: 

 

A programmatic approach requires a broad, yet practical understanding of the client's existing 

capacities. That's why capturing the benefits of convergence is best accomplished "on the job" with 

experts and client staff working side-by-side in partnership. When this happens, trust is developed 

naturally and changes are adopted organically. Medigate PROS are expert at driving this dynamic. By 
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creating risk-scored asset visibility and making it directly available to data-starved systems and 

workflows, not only can important new risk-reduction work commence quickly, but program priorities 

are more broadly appreciated and accepted.  

 

The effective delivery of best practices first requires knowing what they are, when they make sense to 

implement and having the ability to articulate the associated business value. While such knowledge 

may be taken for granted in a mature solutions market, the XIoT solutions market is not there yet. In 

other words, the details surrounding the value of best practices are not common knowledge. That's 

why PROS training, certification and access to an exclusive network of leading health systems is 

especially meaningful. Clients can be assured that the recommendations made by PROS have been 

successfully operationalized by relevant, referenceable peers. 

 

MORE ABOUT PROS — It's About People  
The need for HIT and HTM staff to collaborate is no less obvious than the need for their risk 

management strategies to finally align, otherwise, risk reduction practice will continue to be viewed as 

a necessary evil, instead of a green field of untapped potential. Developing a collaborative program 

that allows HIT and HTM staff to "sing from the same sheet of music" is not a pipe-dream, but a pre-

requisite to ensuring program investments aimed at managing modern cybersecurity threats pay-off.  

 

As stated, the right starting point requires an accurate security risk assessment of current state, 

including a review of the client's existing asset management, security and staffing capacities.  This 

should be followed by the creation of a roadmap to the desired future state(s). A plan reflecting the 

new roles that a properly upskilled staff will occupy should also be detailed, so the professionals 

expected to do the work understand the opportunities associated with their efforts.  

 

Medigate PROS are certified in the delivery of Medigate products. They are also certified in making 

sure that the promised benefits of Powered-by-Medigate assessments and market-leading integration 

partners (e.g., CrowdStrike, ServiceNow, Cisco, Rapid7, etc.) are fully optimized. Finally, they 

understand that securing connected health requires a single set of data-driven insights spanning the 

whole of XIoT.  

 

From workforce productivity to asset optimization to the delivery of predictable outcomes, Medigate 

PROS ensure that HDOS reap the reward of their investments by providing a proven, standards-

driven security services path. 
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About Medigate 
 

Medigate, a Claroty company, is the industry’s first and leading dedicated 

Healthcare IoT security platform, enabling healthcare providers to safely 

deliver connected care. Medigate fuses its deep understanding of 

medical workflows and proprietary protocols with the reality of today’s 

cybersecurity threats, so hospitals can confidently connect and operate 

all clinical assets on their network while ensuring patient privacy and 

safety. To date, Medigate has won more than 40 industry awards, 

including the 2021 Best in KLAS for Healthcare IoT Security, the SINET 

Innovator Award, Fast Company’s Most Innovative Company Award, and 

being listed in Forbes’ Top 20 IoT Start-Ups to Watch. 
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