
Attack Impacts Can be Far-Reaching
Security breaches often result in the theft of Protected Health Information (PHI) and the corruption of 

Electronic Medical Records (EMRs). They can be highly disruptive and negatively a�ect patients.
   

Impacts to your Bottom Line
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29.3%
Average cyberattack restoration costs of 
soared from $7.13 million in 2020 to $9.23 
million in 2021.v

$1.3 million
Was the average direct cost tied to recovering 
from a ransomware-type attack.vi

Impacts to Delivery of Care

Hardening Security Defenses is Your Best Option
To combat the threats and manage your business risks, most HDOs 
are increasing their cybersecurity spending, but it takes more than 
new technologies. 
   

It’s A Problem That’s Not Going Away
As long as cyberattacks are profitable for hackers, they will increase in frequency 

and sophistication. Thanks to ever-increasing care management complexities, 
including patient and asset mobility, attack surfaces will continue to expand.

The Right Services Can Help Fill the Gap
More and more HDOs are turning to tech-enabled service arrangements to help them design, 

implement, manage and sustain their cybersecurity programs. 
   

Clinical networks and the risks posed by the 
devices that connect to them present unique 
challenges. Medical devices, their proprietary 
transmission protocols, and the fact that they 
connect to patients provides the obvious 
example. Cross-industry cybersecurity 
services rarely translate to healthcare, so it’s 
important to look for service providers who 
have demonstrated: 
   

Healthcare is a Huge 
Target for Cyberattackers

It’s no secret that cyberattacks on Healthcare Delivery 
Organizations (HDOs) are on the rise.

25.6%
Is the expected Compounded Annual Growth 

Rate (CAGR) of spending on the Internet of 
Medical Things (IoMT) by 2025.viii 

2 million
Di�erent types of legacy and modern medical 
devices are estimated to be in use around the 

globe in 2022.ix 

Clinical Network expertise

Medical Device Knowledge

An Understanding of Clinical Operations  

15% - 35%
Is the anticipated rate of 
increase to budgets in 2022, 
according to surveyed HDO 
Chief Information Security 
O�icers.x

1.8 million 
Is the expected cybersecurity 
workforce shortage in 2022,xi 
which is why so many HDOs 
struggle to justify security 
investments that will improve 
their overall security posture.   

Not all Cybersecurity Services are the Same

79%
Of reported attacks 
targeted HDOs.i

45%
Is the rate cyberattacks 
have increased against 
HDOs - more than 
double the experience 
of other industries.ii

82%
Of HDOs were 
successfully attacked 
between March 
2020 and September 
2021.iii 

33%
Of HDOs were hit 
by ransomware in 
2020. Of that 
percentage, 33% paid 
the ransom and only 
31% had their data 
fully restored.ivi

70% 
Of surveyed HDOs reported that ransomware 
attacks led to longer patient stays and delays in 
procedures resulting in poorer outcomes, 
including an increase in patient mortality.vii
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Why Certified “PROS”

Medigate PROS stands for Partner-Ready Operational Services. It’s a first-of-its-kind 
healthcare-specialized cyber-physical services program. PROS is based on Medigate's proven 

security operations maturity roadmap. It was distilled from Medigate’s experience and 
partnership with more than 130 HDOs spanning more than 1,000 facilities. The program provides 

certified partners with skill enhancements, training certifications, and expert network access, 
ensuring a standards-driven, trusted path to best practices, meaning customers get maximum 

value from their cybersecurity investments.

To find a PROS-certified firm, go to medigate.io/services 

INTERESTED IN HEALTHCARE 
SECURITY SERVICES?

How to Maximize the Value of Your Investments

19.4 billion
Is the expected size of the global managed security services market in 2022.xii


